Authentication Example

With 2FA enabled, when accessing HFC protected resources from untrusted networks, the
following is the login sequence to expect.

First, you will see the normal login screen, enter your user ID and password like normal:

HENRY FORD COLLEGE HFC Websites Login

FUTUREDRIVEN

(@) Please log in to continue. | can't log in
Username:

’ jdoe99

Problem with your username and/or password? Please visit HFC
Universal Username and Password Help.

Password:

LOG IN

Henry Ford College | 5101 Evergreen Road | Dearborn. M| 48128 | 800-585-4322

terms | privacy

If you have multiple 2FA methods enrolled you will be prompted to select the method you
would like to use (current options are Smartphone, SMS, or Hardware Token):

HENRY
pRD HFC Advanced Authentication
COLLEGE

FUTUREDRIVEN

Select Authentication Chain

Select the desired authentication sequence from the
list of sequences...

Smartphone v

Next Cancel
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In this example, we take the default of “Smartphone” and hit “Next”. On the following screen,
you will see:
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HENRY
F HFC Advanced Authentication

COLLEGE
FUTUREDRIVEN

Advanced Authentication Application

Waiting for you to accept the authentication request
in the Advanced Authentication app...

Offline OTP Options v

Cancel
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The browser is now waiting for you to approve this authentication on your phone. On your
phone, you should see a notification like the following (iOS device shown):

No SIM =

12:49

Thursd

Authentication required!
Approve sign-in request from
Henry Ford College for
HFC\jdoe99 from INIIINEGEGEG

No Older Notifications

On devices running the Android operating system, you have the option to Accept or Decline
from this message without going into the NetlQ Authentication application. OniOS, Click the
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notification and unlock your device. NetlQ Authentication will prompt you to Accept or Decline
the request:

— Authentication Requests

An authentication attempt with the following
details requires your attention.

If you initiated this request, tap the Accept
button. If you did not, then tap Decline and
report the event to your system administrator.

Pending Requests

Approve sign-in request from Henry Ford
College for HFC\jdoe99 from
9

June 30, 2022 at 12:49:07 PM

Accept Decline

Tap “Accept” and you should be allowed access to the protected resource.
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