Testing Your Enrolled Hardware Token

Once your token is enrolled, you can verify that the token works properly with the
authentication system. Login back into the Enrollment Portal and select the “My Hardare
Token” (or whatever name you choose for the token). On the next screen, select the “Test
Method” button.
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The FIDO2 method is an improvement to the FIDO U2F method that uses the Web Authentication
standard, offering a high degree of security even without an accompanying password. FIDO2
can authenticate using phones, U2F devices, and more.
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The browser will prompt you to insert your token (or bring it near) and touch the token to
satisfy the request (Microsoft Windows 11 example shown below).
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If it is successful, the following will be seen:
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This indicates a successful test of the FIDO token.
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