Testing Your Enrolled Smartphone

You can test your enrolled device form the enrollment portal. Once logged into the enroliment
portal, Click “My Smartphone” (or whatever you labeled the enrolled phone as). Then click the

“Test Method” button:

HENRY FUTURE

FORD peivaN] Advanced Authentication

Smartphone + i

The Smartphone method allows authentication with your smartphone. It is an out-of-band
authentication. The NetlQ Advanced Authentication application sends a push message to your
smartphone, which you can accept or reject. Installing the NetlQ Advanced Authentication
mobile app on your smartphone is required.

Display Name

My Smartphong| Test Method "_

To enroll, get a QR code and scan it using the Advanced Authentication mobile app:

Get QR Code

= As a backup method, the AdvAuth mobile app provides an OTP code if internet connection
is not available on your smartphone.

Save Cancel

A screen like the following will come up:

TEST SMARTPHONE METHOD X
@ Waiting for the smartphone data...

If your phone does not have a network connection, you
can specify the offline OTP that is displayed in the
smartphone app in the following field

‘ Password

Test

If your phone is locked, you should see a notification like this on iOS:
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No SIM =

12:49

Thursday, June 30

Authentication required!
Approve sign-in request from
Henry Ford College for
HFC\jdoe99 from INIIINIEGEG

No Older Notifications

The NetlQ Authentication App MUST be allowed to send notifications, or this will NOT be seen.

Tap the notification and unlock your device
following:

— Authentication Requests

An authentication attempt with the following
details requires your attention.

If you initiated this request, tap the Accept
button. If you did not, then tap Decline and
report the event to your system administrator.

Pending Requests

Approve sign-in request from Henry Ford
College for HFC\jdoe99 from
I

June 30, 2022 at 12:49:07 PM

Accept Decline
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Tap “Accept”. This should result in the following:

No SIM = 11:10 AM 50% @ )

Accepted

And on your desktop, you should see:

Test successful

OK

On a device running Android, you can Accept or Decline the authentication request directly
from the lock screen or notification message itself (this is not possible on iOS). The notification
will look like this on the Android lock screen:

12:33 PM

Thursday, June 30

".1 NetlQ Advanced Authentication

Authentication required

Approve sign-in request from Henry Ford College for HFC\jlpicard from

&
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Or like this from the notification pop-up on an unlocked device:

i NetlQ Advanced Aut
Authentication required

Approve sign-in request from Henry Ford College for HFC\jIpicard from TR

>y

(949

ACCEPT DECLINE

The Weather..

Outlook NetlQ Advan Solitaire Hubitat Feedly

Tapping “Accept” on either notification should also result in the “Test Successful” message
appearing on your desktop.

This completes the test. You may now login to HFC services using Two-Factor Authentication.
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